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==
docl: url = "/search?id=1" o 1 I—-I E
doc2: url = "/login"

[£47](analyzer) — text E23}]

"/search?id=1" J_|_|- _E_ ?:'!AﬁH
-> ["search", "id", "1"] n
leei o keyword: EA3IX| &1 A2 S ERZE NHS| et K|
-> ["login"]
of T 7of 2}

[H40 - E2 5 2N 22]

sever - fac . ol E204 BH 2202 AR Jf2|7 HH A
"ig -> [doc1]
"login" -> [doc2] (310| ?:-IIA—I]{% JEJ-LI_[:l.
9| url:search
» ZHIE [doc1] Htzt
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KEEAl | text=E 22} / keyword= 2 o keyword = HE-HAU =S SH=E 7t keyword
2LE7 2Q5tt.

| 2t2 ZH0|2hE EFQIO| T2t ZALTIA SXt0| QM S| THapEICE

2C text="ZZ4M / keyword=" =t 2 X|. & _ . _
o =Sl s S=eA-aA e Terms 2&F: text ZEE Terms & A 0| 2™ "invalid for
A text=27} / keyword=7t5 Terms aggregation” &7} L},

o HE|EE: yrl2 HAME text, urlkeyword= ZAECZE &

OJA|ZE  urluser agent=text / event-geo.country=keyword
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@timestamp = date
event keyword
client_ip ip
geo.country keyword

http.method = keyword

http.status number
http.bytes number
url text

response_ms number
user_agent text

attack_type keyword

S Jeo| MoF HM0| =t

2026-07-08T04:12:33Z
access - attack - auth_fail
203.0.113.7
KR-US-CN-RU

GET - POST - PUT

200 - 401 - 403 - 404 - 500
200 ~ 40000

/login - /.env

2 ~ 900

Chrome - curl - sqlmap

sqli - xss - path_traversal

X CT0 TR ET R

O|HIE 2 A|ZHUTC)

O|HIE 23X &4
QF =2 |p

HTTP HAME
Se YEAE

SF ‘—_’L7|(byte)
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{
"@timestamp": "2026-07-08T04:12:33.482Z",
"event": "auth_fail",
"client_ip": "203.0.113.7",
"geo": { "country": "RU" },
"http": { "method": "POST", "status": 401, "bytes": 512 },
"url": "/login",
"response_ms": 88,
"user_agent": "python-requests/2.31",
"user": "admin"
¥
# 524 EM — attack_type-severity =X, url0| payload
{
"@timestamp"”: "2026-07-08T04:13:01.107Z",
"event": "attack", "attack_type": "sqli", "severity": "high",
"client_ip": "10.0.0.9",
"url": "/search?id=1' OR '1'="1",
"http": { "method": "GET", "status": 500 }
¥
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_bulk 2 EAM XY

| Dev Tools ConsoleO| A 0l2] M2 & o Zrf

# =M Of 7§ ot Hof| X (_bulk)
# NDISON: (UM &) + (22 F) S Moz i

POST logs-demo-2026.07.09/_bulk

Jh

# UM E - {"index":{}} = M 2A] AMQl

{ "index": {} }

# 22 F - 205 2O M

{ "@timestamp":"2026-07-09T04:00:00Z","event":"auth_fail","client_ip":"10.0.0.9","user":"admin","url":"/login","http":{"method":"POST","status":401} }

# A4 =

{ "index": {} }

# &8 F - sQui 54 EA

{ "@timestamp":"2026-07-09T04:00:01Z","event": "attack", "attack_type":"sqli","severity":"high","client_ip":"10.0.0.9","url":"/search?id=1" OR '1'="1","http":{"method":"GET","status":500} }
# 2 22 o 22 Y, oY E 20| Jfd Ee
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# 00 2ol - 2 Weo| EHY M
GET logs-demo-*/_mapping

# event-geo.country £ keyword, url-user_agent = text 21X =0l

# =AM 5 =l - {7t IR ER

GET logs-demo-*/_count

# 2A 14 Z3| - X EE Fx =0l

GET logs-demo-*/_search

{ "size": 1 }

# YA 22 AR olyagt BA .8
GET _cat/indices/logs-demo-*?v

# docs.count 7t EQICH HX| HZ
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