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HEEZA YA A (DSL)

5& HO|M Bt IPQ| auth_failO| 202] O|&O|H LHZ LMA|7ICE

// BH: A2 527t B client_ip 2| auth_fail 203 O|& EbX|
// Monitor M3 F7|: 18 (per query monitor)
{
"query": {
"bool": {
"filter": [
{ "term": { "event": "auth_fail" } },
{ "range": { "@timestamp": { "gte": "now-5m" } } }

¥

b

"aggregations": {
"by_client_ip": {

"terms": { "field": "client_ip", "size": 20 }

// Trigger Z7: by client_ip H{Zl & doc_count >= 20 O|F LA

// Action: ST 1P.HIf SUE HA|X|0] EHOot S
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2 1027t critical 34 25 #X
A

: 52 (per query monitor)

{
"query": {
"bool": {
"filter": [
{ "term": { "event": "attack" } },
{ "range": { "@timestamp": { "gte": "now-16m" } } }
]
¥
¥

"aggregations": {

"critical_count": {

"filter": { "term": { "severity": "critical" } }

¥
}
¥
// Trigger &71: critical_count.doc_count >= 5 O/ &
// Action: attack_type &%} & critical H+E &
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